_— 6 S-261004-3f4015
=

WP E XGRS TTEE

XS hiE

V2 FR s BARIA 1.3.0_x64-setup.exe
SHA256 : 3f4015¢72410b8721cd21496411a64955¢c8fe0621b38626cabde85b9999f617d
W AER/N: 6.17 MB

AFZEAY - PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive, 5
sections

ﬁj\j‘ﬁ ﬂ:if% . Em Win10(1903 64bit,Office2016)

WEFIRE


https://s.threatbook.com/report/file/3f4015c72410b8721cd21496411a64955c8fe0621b38626cabde85b9999f617d

U ]

1 TRt
2 ZHRIN
3 512K
4 EESIM

5 ERI
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AT AR 1.3.0 x64-setup.exe

ERIEAT T 2026/10/04 FIRIERT: 2026/10/04 RIS AT 2026/10/04 12:20:00

EER/N: 6.17 MB EZERY - PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting...
SlEMH : 0/28 SHIFRES 0 BB Win10(1903 64bit,Office2016)
HASH

SHA256:  3f4015c72410b8721cd21496411a64955¢8fe0621h38626cabde85b9999f617d
5|E§|] @ MD5: f96e6440bf782cf29c2b4b9dadbf85e9

SHA1L: b977ac0ff63aaaa2467850a22f46b12c1f04d6eb

Eswalall
MITRE ATT&CK™ 4BfE (FR) #INE] 4 FHEHATER., R EETEER 22 Win10(1903 64bit,Office2016)
O =5&Th @

RO WEBRXELKN BREFHNER v

RO ERFER TR RITX v

@ TE1TH (6)

— 0 R S T v

SRR v

REHEHT v

ERATARHE Bt I Shellcode o

pIEERE S v

ot IR v
O ERTH ()

FEIEI B R AR A v

o T v

KRALHER v

A COMAELAPI o

PP RGE ERIR TR v

ARG R T 0B v

I

FHASSLAHRFE RRFEFF

| 244G

[:;d Sigma ﬂ'ﬂ'] (2) 22 Win10(1903 64bit,Office2016)
yNl £ % Bl %k LA IR S EL
PsExec Tool Execution Detects PsExec service installa execution; t1035; t1569.00 1K ®EE SigmaHQ =2 Win10(1903 ...

tion and execution events (se... 2; s0029

execution; t1035; s0029; t1

PsExec Service Start Detects a PsExec service start 569 002 1% @&EBF SigmaHQ 52 Win10(1903 ...
| Z31ERN
s 028 BIEANTE] : 2026-10-04 12:14:56
53 K ] 1t
MAX (MSE) © T ESET © Tt
KEHTE (Kaspersky) © Tk /N4 (Avira) © Tk



513

=

IKARUS

Avast

GDATA

X (Antiy)

360 (Qihoo 360)

NANO

InE2 (Rising)

Sophos

WebShell& 3%

MicroAPT

OneStatic

OneAV-PWSH

i

© Tt
© Tt
© Tk
© Tt
© Tt
Tk
Tkt
Tkt

T

CENORECENOREONEORNC)

Tt

]

=

Kk (Dr.Web)

AVG

K7

JTEE (JiangMin)

Baidu

Trustlook

REJH (Panda)

ClamAvV

Baidu-China

OneAV

MicroNonPE

ShellPub

Wit ©

| B
[ EAtfE8

AR
A&
2R (Magic)
LR/
SHA256

SHAL

MD5

CRC32
SSDEEP
TLSH
peHashNG
RichHash
impfuzzy
ImpHash
ICON SHA256
ICON DHash

Tags

TURUR

3f4015¢72410b8721cd21496411a64955¢c8fe0621b38626cabde8509999f617d

NSIS

PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

6.17MB

3f4015c72410b8721cd21496411a64955¢c8fe0621b38626cabde8509999f617d
b977acOff63aaaa2467850a22f46b12c1f04d6eb

f96e6440bf782cf29c2b4b9dadbf85e9

9E3568A1

98304:LckRBhvDrjqtgpgd4ixi7/G7cFAODDEVEfQPxc6xCnk9GWCn4y9RyNCs4FDp:LckRzDPtgyixiU0OB4J70k0Xg4b

T1A056336CBB051E66C40159B3367027055B7B8D7E24A8992D3B94CF8D3AADB32F910FC6

dc68786d4c804643b53c32aa7dede397b158b2c9c8148ef4d8abfod9f61c6513

dbbeab5de38bb665ba46f5dal3ef89ab8

48:7/dKePusa/toE77+nzEqQ7/allLHAOe+ztIkAOr8L5SvOWbP06Uyv5/1byAknBod:bdKemvafl5A66PF84JB

46ce5c12b293febbeb513b196aa7f843

ffd2ef3dbabbd38ace0630c0a7cac30192719d4aaf2cd5¢c13be4d1e0e9dcfd98

71c08cf8d8dcc870

exe,lang_english

ExifTool

CharacterSet
CodeSize
EntryPoint
FileDescription
FileFlags
FileFlagsMask
FileOS
FileSubtype
FileType
FileTypeExtension
FileVersion

FileVersionNumber

ImageFileCharacteristics

ImageVersion
InitializedDataSize
LanguageCode
LegalCopyright
LinkerVersion
MIMEType
MachineType
OSVersion
ObjectFileType
PEType
ProductName

ProductVersion

ProductVersionNumber

Subsystem
SubsystemVersion
TimeStamp

UninitializedDataSize

TriD

47.3% (.EXE)
15.9% (.EXE)
9.9% (.DLL)

Unicode
26624
0x369f
BRTHE
(none)
0x0000
Win32

0

Win32 EXE
exe

1.3.0
1.3.0.0

No relocs, Executable, No line numbers, No symbols, 32-bit

6.0
139776
English (U.S.)

6.0

application/octet-stream

Intel 386 or later, and compatibles

4.0

Executable application
PE32

BHRTHE

1.3.0

1.3.0.0

Windows GUI

4.0

2025:03:09 07:05:20+08:00

2048

Win32 Executable MS Visual C++ (generic) (31206/45/13)
Win64 Executable (generic) (10523/12/4)
Win32 Dynamic Link Library (generic) (6578/25/2)
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©
©
©
©

© 0 0 6 6

TeA

P

TeA

PV

TeA

P o

TeA

TeA

P

A

ToA



7.6% (.EXE) Winl16 NE executable (generic) (5038/12/1)

6.8% (.EXE) Win32 Executable (generic) (4505/5/1)

Magika @

Mime_type
432 (Group)
R385, (Description)

application/x-dosexec
executable

PE Windows executable

ERRES T

VEE
&) PEXER
Ea Intel 386 or later processors and compatible processors
FES Windows graphical user interface (GUI) subsystem
YRR AT ), 2025-03-09 07:05:20
A& (OEP) 0x369f
ANAATER text
AE E=50hil 0x400000
TX%E 5
LinkerVersion 6
&) PEMRAER
XHRER BHFITA
XAFRRAS 1.3.0
FEERB R EHITA
FEERARAS 1.3.0
B 0x0409 0x04b0
hRAY
&) AR
DLL DLL¥fiA R E
ADVAPI32.dll - 12 BRF©
SHELL32.dlI - 5 BRI O©
ole32.dll - 5 BRFO©
COMCTL32.dll - 4 BF O©
USER32.dll - 64 BF©
BEE2H O
(=) PEFIX(5)
Rk Jsogiyeaihile REFUR/N LY b L7/5LEly NN AR SH1E RileE
afb6c5993570f82e85ec
text 0x00001000 0x00006711 0x00000400 0x00006800 R-E 6.454334667833774 = )1
€913094d8cceacabb40
rdata 0x00008000 0x00001358 0x00006¢c00 0x00001400 R-- 5.099695241249463 Ebbbb52936387
data 0x0000a000 0x0001fb78 0x00008000 0Xx00000600 RW- 4.12304901988063 9d011bebazfe64adsfe
2fbb227cc9c35
ndata NnvnNNN2annn NnvNNN2annn NnvNnNnNNNNNN NnvnnnnnnnNnN D\A/LL n d41dBCd98Kmb204698
(=) PE¥RIR(15)
YT Ay TIRR/N el =S FES
RT_ICON data 0x000010a8 0x00058358 LANG_ENGLISH SUBLANG_ENGLISH_US
RT_ICON data 0x00000ea8 0x00059400 LANG_ENGLISH SUBLANG_ENGLISH_US
RT_ICON data 0x000008a8 0x0005a2a8 LANG_ENGLISH SUBLANG_ENGLISH_US
RT_ICON GLS_BINARY_LSB_FIRST 0x00000568 0x0005ab50 LANG_ENGLISH SUBLANG_ENGLISH_US
RT_ICON GLS_BINARY_LSB_FIRST 0x00000468 0x0005b0b8 LANG_ENGLISH SUBLANG_ENGLISH_US
XHRE
O F&=#
Unicode ASCII

Q

Error launching installer
http://nsis.sf.net/NSIS_Error

%s%S.d11

Error writing temporary file. Make sure your temp folder is valid.

More information at:

mnnarlkina data- o/A0/0/

O g

© URLs

L TR

http://schemas.microsoft.com/SMI/2016/WindowsSettings
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http://schemas.microsoft.com/SMI/2005/WindowsSettings

= PATHAR

B st

ra
[3 oo
[3 modern-wizard.bmp @ =Sap
O &fEfTh
=)
[} nsDialogs.dll SRR
E E JjIé.etup.exe —_— [} nsis_tauri_utils.dll
Qﬁ
iR cvavill E explorer.exe [} uninstall.exe

[} image-tool.exe

[ EATE.Ink

te HFEEE

HAHTT 24 3HFE
D BHFI A 1.3.0 x64-setup.exe (PID : 2436)

"C:\Users\Administrator\Desktop\E| r _ A 1.3.0_x64-setup.exe”

[ explorer.exe (PID : 3344)
C:\Windows\Explorer.EXE

Z1TEE (15)

&

EEorey

sREREE
Wi ERTR e

B ERRASRE  T R e e

HTR SRS

AR RSTRE:

[z
Clebtambinnst
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e b4 DNS HTTP HTTPS

[3 ‘ot (7)

R CEZS

System.dll(12 KB)

SR . PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, 4 sections
XH%1E © Ci\Users\Administrator\AppData\Local\Temp\nsm32C6.tmp\System.dll
SHA256 : 8b4c47c4cf5e76ec57dd5a050d5acd832a0d532ee875d7b44f6¢cdaf68f90d37¢

modern-wizard.bmp(25.87 KB)

SR - PC bitmap, Windows 3.x format, 164 x 314 x 4, image size 26376, resolution 2834 x 283
4 px/m, cbSize 26494, bits offset 118

NF#&1Z ©  C:\Users\Administrator\AppData\Local\Temp\nsm32C6.tmp\modern-wizard.bmp
SHA256 : 3ad2dc318056d0a2024af1804ea741146cfc18cc404649a44610chf8b2056¢f2

nsDialogs.dll(9.5 KB)

SR ¢ PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, 5 sections
XH%1E ¢ Ci\Users\Administrator\AppData\Local\Temp\nsm32C6.tmp\nsDialogs.dll
SHA256 : b1350f487692057c8ffde75dcc55287a52a3272240d4d4912f24464b27551fcO

nsis_tauri_utils.dll(32.5 KB)

SR ¢ PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, 4 sections
XK1 : C:\Users\Administrator\AppData\Local\Temp\nsm32C6.tmp\nsis_tauri_utils.dll
SHA256 : 3e9b0d43b66fabb05d2fadded4547517a3ec0bcObl4de3c349d817465bbf7ab4d

image-tool.exe(18.62 MB)

SR . PE32+ executable (GUI) x86-64, for MS Windows, 7 sections
NHFERIE ¢ C:\Users\Administrator\AppData\Local\& /5 T_H\image-tool.exe
SHA256 : 506d8ab52deac3c6ab1c943381e800f96521a44c94ce87f10030151b7d5de551

1/2 > #®RER 5%~

TCP

ubpP SMTP

(2436) BIFTE 1.3.0_x64-setup.exe

(2436) EFIE_1.3.0_x64-setup.exe

(2436) BFT A 1.3.0 x64-setup.exe

(2436) BIFTE 1.3.0_x64-setup.exe

(2436) EFIE_1.3.0_x64-setup.exe

ICMP

0/28

0/28

0/28

0/28

0/27

IRC

BRISEEY KRB R ik

Hosts

Dead-Hosts

KA

KA

ZSl

KA

RN
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